According to the broadcast encryption scheme with wide applications in the real world without considering its security and efficiency in the model simultaneously, a fully secure broadcast encryption for inner-product predicates (IPBE) was proposed by combining with Waters dual system encryption methodology and inner-product predicate encryption. Based on the standard model, the scheme can not only achieve constant-size key and ciphertext, but also guarantee the security of the plaintext M as well as the security of the attribute vectors. Furthermore, the scheme is proved by using a non-interactive static assumption and the analysis results indicated that the scheme is fully secure.
Introduction
The concept of the broadcast encryption were introduced by Fiat and Naor [1] firstly, which allow a sender, who wants to send a message to a dynamically chosen subset S of users, to construct a ciphertext such that only users in S can decrypt. It has become a new hot spot of the Cryptology promptly. Many broadcast encryption schemes [2] [3] [4] with special purpose were proposed consecutively. However, these schemes had some deficiency obviously, for example, their security was based on the strong assumption or non-standard cryptographic assumption; the scheme only guaranteed chosen plaintext security or selective-ID security; the scheme was designed under the random oracle model, etc.
Predicate encryption is an important cryptographic primitive that has been recently studied [5~8] and that has found wide applications as it allows for fine-grained key management. Roughly speaking, in a building block to construct a wide class of predicates and can be realized in composite-order groups. The scheme [8] introduces a new method of using n-dimensional vector spaces in prime order groups, and shows how the delegation functionality is realized in an IPE scheme. Recently, Lewko et al [7] gave fully secure implementation for the inner-product predicate. However, these constructions only guaranteed the semantic security and security guarantee for specific predicates just in the selective model.
Our Contribution: In this work, the definition of IPBE and the security model for them were firstly proposed, then by combining with Waters dual system encryption methodology and inner-product predicate encryption, a fully secure broadcast encryption for inner-product predicates was brought forward. Based on the standard model, the scheme can achieve constant-size ciphertext which constrain only two group exponents, and guarantee the security of the plaintext M as well as the security of the attribute vectors.
Preliminaries

Definition of Broadcast Encryption for Inner-Product Predicate (IPBE)
A IPBE scheme consists of four probabilistic polynomial-time algorithms as following semantics: Setup: takes as input the security parameter λ 1 and the attribute length n , outputs the master public key Pk and the master secret key Mk .
KeyGen: takes as input the master secret key Mk and the predicate 1 ( , , ) Setup: ℜ inputs the security parameter λ and the length parameter n to generate public parameters pk and master secret key mk . 
Key Query
f = k x .
Complexity Assumptions
Assumption (n-extended decisional Diffie-Hellman assumption (n-eDDH)):
The n-eDDH problem is given
. For a probabilistic machine A , the advantage of A for the n-eDDH problem is defined as:
Definition1: For any polynomial time adversary A , the advantage ) (λ eDDH n A Adv − is negligible.
Our IPBE Scheme
Construction
In this section, we describe our construction for a broadcast encryption for inner-product predicates. 
Correctness
Efficiency
Comparing with the current broadcast encryption, the novel scheme based on the standard model, can achieve constant-size ciphertext constrained two group exponents. Furthermore, Encryption algorithm does not require the bilinear pair computation and Decryption algorithm only need one. The scheme has been proved by using a non-interactive static assumption to guarantee the security of the plaintext m as well as the security of the attribute vectors. In addition, the analysis results indicated that the new scheme is fully secure and is better than other IPE schemes in the selective model.
Security Analysis
From Lemma 22 in literature [9] , we can obtain: for any adversary A , there is a probabilistic machine ℜ , whose running time is essentially the same as that of A , such that for any security parameter λ , ) ( ) ( where t is the maximum number of adversary A 's key queries. Thus, the proposed IPBE scheme shows adaptively attribute-hiding against chosen plaintext attacks security under the n-eDDH assumption.
Proof:
To prove Theorem, we consider a sequence of 3 + t games between A and a challenger ℜ for a probabilistic polynomial-time adversary A which makes t queries for KeyGen . Game : The real security game described in the previous section. From three lemmas(lemmas24-lemmas26) has been proved in paper [9] , we can evaluate the gaps with pairs of 
Conclusions
In view of no general constructions for specific predicates which guarantee the security of the attribute vectors, the new scheme was proposed to enjoy flexibility of expressive access policy and efficiency of small ciphertext and public key. Moreover, any group member can encrypt/decrypt the message simultaneously to satisfy the many-to-many secure group communication requirements. The scheme is proved by using a non-interactive static assumption, the analysis results indicated that the scheme is fully secure and can satisfy the higher efficiency and practice requirement.
